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Naval Postgraduate School 
Mission Statement 
The mission of the Naval Postgraduate School is to provide 
relevant and unique advanced education and research 
programs to increase the combat effectiveness of 
commissioned officers of the Naval Service to enhance the 
security of the United States. In support of the foregoing, and to 
sustain academic excellence, NPS and the DON foster and 
encourage a program of relevant and meritorious research 
which both supports the needs of Navy and Department of 
Defense while building the intellectual capital of Naval 
Postgraduate School faculty. 
 
Information Technology And 
Communications Services (ITACS) 
Mission Statement 
Provide technology and communications support for the NPS 
core mission of teaching, research, and service to the Navy 
and Department of Defense, and to provide voice, video, and 
data infrastructure as mission-crucial enablers of innovation 
and experimentation within the educational enterprise. 
 Message from the CIO 
Advancing the Technology Landscape... 
At the crossroads between information and technology, 
we strive daily to evolve and improve. This 
advancement requires a forward-thinking attitude and 
great pragmatism. As the landscape of technology 
shifts, and our customers’ requirements evolve, we 
continually adjust our bearings.  
  
In recognition of the outstanding heritage and far-
reaching impact of NPS education and research, 
ITACS focuses to strengthen the services upon which 
our customers have come to rely. Huge benefits are gained through strategic enhancements and a 
willingness to re-engineer ourselves.  Most importantly, listening to our customer base, the Information 
Technology Task Force (ITTF), and various focus groups guide these vital enhancements. 
  
In FY14, improvements were seen across the board. Witnessing a shift towards greater technological 
reliance than ever before, a myriad new demands were met with tenacity and enthusiasm.  Key 
accomplishments include the establishment of the new TAC service center, enhancements to 
educational delivery systems, advancements in ITACS business processes, and improvements in 
network security.  Among many things, the act of repeatedly overcoming obstacles has increased the 
technical proficiency of ITACS. 
 
As we look forward and plan for an uncertain future, ITACS will remain flexible and agile to meet the 
needs of our campus community. This uncertainty includes an ever-changing and complex threat from 
the Internet that requires ITACS to maintain a vigilant cyber defense capability. Cybersecurity, 
especially, will continue to serve opportunities and challenges for NPS and will require a united NPS 
front to maintain our effectiveness.   
 
We are honored to be the NPS Enterprise IT service provider and a key enabler of mission on 
campus. Please join us in celebrating the successes of 2014 as we continue to build towards a bright 
future in 2015 and beyond.  
Joseph R. LoPiccolo, Chief Information Officer 
 
ITACS Cybersecurity Team Making the network safer for you and your data 
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 Cybersecurity 
Throughout FY14, the NPS cybersecurity team continued to make 
improvements to the technology and processes that enabled NPS 
customers to operate on safer networks and keep the data being 
processed on those networks secure.   Some of the more noteworthy 
accomplishments throughout FY14 included the migration from Symantec 
Anti-virus to Symantec Endpoint Protection, providing the campus with a 
more robust suite of tools to protect devices on the Education and Resource Network.  The 
Host-Based Security System (HBSS) was also upgraded to the latest maintenance releases 
on SIPR (Secure Internet Protocol Router) and DREN (Defense Research and Engineering 
Network) to bolster the security controls on those enclaves.    Also during FY14, the ITACS 
team addressed findings from the 2013 Cybersecurity Inspection to harden the network and 
prepare it for the 2014 authorization and assessment, which will result in a full Authority to 
Operate. 
 
In addition to these proactive measures, the ITACS team used its incident response processes 
and procedures to respond to 250 incidents in FY14 and addressed more than 1,050 abuse 
issues.  Additionally, a total of 185 critical patches were applied to the network.  Technical 
controls were also heavily relied upon with nearly 5,000 infections being identified and blocked 
by anti-virus software and more than 10 million SPAM messages blocked by our spam filters 
on the DREN and ERN. Spam filters alone saved over $900,000 in labor costs. 
 
Realizing that our customers are one of the most critical aspects of a cyber defense strategy, 
the cybersecurity team conducted its annual round of cybersecurity training events in King 
Hall.  Between April and July 2014, nearly 1,000 customers attended the training, which was 
specifically tailored for NPS personnel.   Feedback was extremely positive with many 
customers expressing their appreciation for the “personal touch” rather than having to spend 
five hours taking computer-based training.   
Making the Network Safer for You and Your Data 
 
Specialized software packages help students understand and solve state-of-the-
art problems relevant to the DoD Mission. One software package called "ANSYS 
CFX” enables students to solve and understand problems related to fluid 
dynamics.  This software can be used to simulate water flowing past ship hulls, a 
problem that is extremely relevant to the design of Navy vessels.  ANSYS CFX 
has been installed on the Hamming Supercomputer to aid in research and 
instruction. 
 
Over the last few years, dozens of student theses have been produced using Hamming.  A small 
sampling of topics include weather forecasting, polar ice prediction, the modeling of helicopter 
rotors, data mining (extraction of important data from very large datasets), and the solution of very 
complicated mathematical equations.  Without the presence of Hamming at NPS, this work would 
not have been able to be completed. 
  
An HPC (High Performance Computing) Advisory Panel, consisting of NPS faculty who are experts 
in supercomputing, create a "roadmap" each quarter to help determine how to best augment the 
computing power of Hamming as applied to NPS mission needs. For example, at the beginning of 
FY12, the HPC advisory panel recommended a complete technology refresh of Hamming, to be 
completed by the end calendar year 2013. This refresh was successful. We transitioned from a 
cluster whose components were manufactured by Sun Microsystems, to a faster system 
manufactured primarily by Supermicro.  
  
As of 2014, the new system is three times as powerful as the old system, and uses about half as 
much energy and about one-quarter of the physical space. At the end of 2015, High 
Performance Computing will be installing hardware to perform "Big Data / Data Analytics" 
computations, based primarily on the Hadoop software stack. This hardware will enable students 
and researchers to sift through enormous amounts of data that would be impossible for human 
analysts to examine by hand. 
 
One case study that demonstrates the capability of Hamming begins in the DEEP (Digital Evaluation 
and Exploitation Project) lab in the Computer Science Department.  The DEEP lab runs computer 
programs that perform “data forensics” analysis. This type of research sifts through huge 
anonymized datasets looking for patterns of interest. The DEEP lab came to the NPS HPC group in 
FY13 with a computer code that took over 30 days to run on one of the fast DEEP lab computers. By 
FY14, researchers in the DEEP lab had rebuilt their computer code so that it was able to run on 
Hamming in just under four hours.  
Increasing the Pace 
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 High Performance Computing 
Highlight on the Hamming Supercomputer  
2009 - Present 
Hamming was originally (January 2009) a Sun Microsystems branded Blade Cluster with 144 compute nodes, each with eight 
compute cores (for a total of 1,152 compute cores). In January 2012, the HPC began phasing out the older Sun hardware for 
more advanced hardware manufactured by SuperMicro. By the middle of 2013,  the Sun hardware had been completely phased 
out. In 2014, Hamming consisted solely of computer nodes manufactured by SuperMicro, and had over 2,200 compute cores, 
along with several specialized GPU compute nodes.  
On average, in FY14, three courses per quarter were taught using Hamming.  On a given day during FY14, Hamming had an 
average of approximately 250 active users.  
 
Classified Computing Providing a platform for advanced research  
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 Classified Computing  
A Platform for Advanced Research 
The Classified Computing Programs operate NPS’ classified networks 
that directly support the University’s unique position in classified 
research and teaching.  The staff provides daily support to the more than 
600 customers of the systems ranging from account establishment, 
credentialing, security training, trouble ticket resolution, coordinating 
connectivity with remote locations including other commands, file transfers, Video 
Teleconferencing (VTC) support, thesis processing, and classroom technology instruction.  
Classroom and lab space use continued to be in high demand for a second consecutive 
year.  FY14 saw a 43% increase over FY12 demand and was slightly greater than FY13 
demand.  This two-year increased requirement on limited resources was a driving factor in 
the expansion of the facility footprint.   
Demand for VTC sessions for teaching, conferences, collaboration, and interviews was 
almost 21% higher in FY14 than in FY12.  The Classified Computing Programs staff working 
with commands and organizations throughout the world coordinated the technical 
requirements for the VTCs and worked closely with NPS faculty, staff, and students to deliver 
high quality VTC services. 
During the year, the Classified Computing Committee continued to focus classified 
computing on the needs of the customers.  The Classified Computing Committee, composed 
of experienced faculty and staff from many of the academic disciplines, is deeply involved in 
classified teaching and research.  The committee acts in an oversight and advisory capacity 
in the management of classified computing services by setting priorities for the allocation of 
resources, ensuring alignment of proposed projects with the NPS mission, and providing a 
campus-wide collaboration for NPS’ classified computing program. 
 
A Content Management System (CMS) is an application that enables 
subject matter experts to participate directly  in publishing, editing, and 
modifying online content without understanding the underlying HTML code.   
The ability to leverage useful design components and powerful efficiencies 
can empower the customer, and ultimately, improve the final product.  Work 
towards this end continues in ITACS in FY14. 
 
The Public Affairs Office and ITACS have teamed together to launch Liferay as the NPS 
enterprise CMS (Content Management System).  Liferay is an open source web portal and web 
CMS.  It is replacing the current CMS, Rhythmyx.  Liferay will serve as the NPS single web 
presence supporting both the Intranet and the external www.nps.edu websites.  At the end of 
September 2014, twelve sites in Liferay were live and twenty-two sites were in progress.   
 
The quest for an improved NPS web presence continued in FY14 with the creation of a Web 
Advisory Board.  Chaired by the CIO, University Librarian, and NPS Public Affairs Officer, this 
Web Advisory Board is comprised of representatives throughout NPS who seek to advance the 
mission of the university by recommending policies, procedures, and guidelines regarding web-
related issues. The Board acts as a facilitator, as well as fostering communication, education, 
collaboration, and a sense of community among those involved with or interested in online 
communication at the Naval Postgraduate School. 
 
 
Intelligent and Thoughtful Design 
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 Enterprise Information Systems 
Content Management Systems Enhancing performance and integration 
 
Mapping the way with JIRA Reinforcing reliable, repeatable processes 
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 Enterprise Information Systems 
A JIRA issue has a number of characteristics that differentiate it 
from an email.  It has customizable routing features, a built-in work 
log, and automatically integrates with tools, such as swim lane 
flowcharts.  These unique attributes position JIRA to conform well 
to resolving campus challenges. 
In FY14, ITACS staff assisted organizations around campus to set up and implement 
enterprise JIRA issue tracking software.  The Accounting Division experienced 
positive impact.  Financial transactions are now tracked more efficiently.  Manual 
entry of issues from email to spreadsheet was replaced, which eliminated the 
potential for manual data entry errors.  With the new system in place, issue escalation 
can occur, operations can be paperless, and workflow is repeatable.  Most 
importantly, assignment time to financial technicians was ultimately reduced. 
Benefits appear to be universal.  Customers are now able to view the workflow 
associated with their request, request issue priority escalation, and communicate 
directly with financial technicians while referencing a single electronic file in real-time.  
Knowledge holders and requestors can now stay “on the same page.” 
ITACS is working with many other departments, including Academic Administration 
and Flag Admin, to create efficiencies through the use of JIRA. 
Adding Value to Workflow with JIRA 
 
Each Moment Defines Our Momentum 
In a rapidly-changing environment, knowledge is a powerful asset.  The right 
information at a key time can lay the groundwork for a major project milestone.  
Using team collaboration software, Resource Management (RM) team 
members created and shaped an administrative portal to support the needs of 
IT personnel.  Contents include the RM mission statement, a team calendar, 
instructional videos, quick links, and value-added building blocks for inventory 
management, procurement, and new initiatives.  Dozens of tailored updates in FY14 reflect an ever-
changing administrative environment.  Contents have been indexed to make the information easily 
searchable.  This information portal is a central tool supporting both managerial and operational 
decision making. 
RM consistently strives for operational excellence in financial, business, and administrative support 
areas.  When any campus requisition is created for Navy IT related expenditures, it is mandatory that 
it receives CIO approval. Additionally, for the purchase to be authorized, it must be accompanied by 
an approved Navy form, which is routed through ITACS via KFS. This process was introduced the 
fourth quarter of FY13 to provide visibility and oversight for IT procurements.  NPS generated 5,606 
IT procurements in FY14, an average of 22 per workday.  Each IT purchase request was reviewed by 
ITACS for network compatibility, cybersecurity, prevention of duplicative investments, and strategic 
alignment.  RM is instrumental in ensuring effective, repeatable business processes are in place at 
ITACS. The impact to the campus is that IT procurements move smoothly through the system, with 
no appreciable delay of requisitions. 
A cornerstone of the RM mission is to provide a stable work environment with equal opportunity for 
learning and personal growth.  RM recognizes that one of our strongest resources is our workforce.  
In FY14, ITACS spent $65K on staff training and associated travel.  Systems administrators and 
security professionals maintained their CISSP and RHCSA qualifications.  Critical competencies 
were honed at Linux, OpenStack, and MS SQL Server 2012 training.  Peer engagement occurred at 
the Navy Higher Education Conference, CENIC Conference, Educause, and Dept of Navy IT 
Conference.  Investment into our personnel provides returns in technical know-how, professionalism, 
and enhanced problem solving and innovation through higher job satisfaction.   
17  
 Resource Management 
Resource Management Enhancing productivity through communication, processes, and training 
 
Educational Technologies Helping NPS achieve its educational and operational goals. 
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 Educational Technologies 
An interruption in the form of a blank screen is rarely a welcome sight.  
Fortunately, the staff at the Educational Technologies Department is 
working to refine and improve educational delivery systems consistently at 
NPS.   
On March 28, 2014, ITACS debuted the first adaptive bit rate live stream during the winter 
graduation ceremony.  Multi-bit rate streaming improves a viewer’s experience by enabling the 
delivery of videos with the resolution and bit rate that best matches the viewer’s connection 
speed.  Multiple video streams are offered simultaneously while the device negotiates the 
available bandwidth.  Interruptions are minimized and results are improved. 
Another improvement arrived in FY14 with Blackboard Collaborate.  This web Conferencing 
System enables faculty to deliver highly effective and engaging online instruction.  The system 
transitioned away from Elluminate Live, which reached end-of-life on June 30, 2014.  
Collaborate utilization in FY14 covered 2,650 distinct users totaling over 22,500 hours across 
every school.  This system offers a more collaborative, interactive, and mobile learning 
experience, and the upgrade ensured continued ease-of-use. 
Efforts were made to offer simple, effective training modules in FY14.  Knowing that requests 
for user instructions are a top-reported category for technological assistance at NPS, 
Educational Technologies sought to bridge this gap in training for new customers.  Multiple 
how-to videos were developed in FY14 that covered the new Navcast portal, Podcast portal, 
and Final Cut Pro X. 
To the maximum extent possible, the use of technology should be intuitive.  With the customer 
in mind, Educational Technologies continues to enhance technology to enable the NPS 
mission. 
Improving the Customer Experience 
 
Look inside any of NPS’s learning spaces and you will find up-to-date 
equipment that meets or exceeds mission requirements.  In June 2014, 
Educational Technologies staff deployed audiovisual (A/V) system 
upgrades to the CORE (Common Operational Research Environment) lab 
and USW (Undersea Warfare) classroom.  Improvements contributed to 
long-term utility, enhanced screen readability, compatibility with both 
legacy and cutting-edge components, and improved use of limited floor space.  Across 
campus, 40 more classrooms were upgraded in FY14. 
The operation of some of the more expensive A/V assets requires the expertise of 
experienced   A/V technicians.  On any given day, A/V operators will support a diverse cross-
section of conferences, ceremonies, and symposia.  Making 441 NPS-sponsored events 
possible in FY14, A/V technicians were often the first to arrive onsite, and after a successful 
event, last to break down and leave.  A newly-installed Tricaster was placed into operation in 
King Hall, which enables multi-camera, studio-quality film production. 
Beyond the physical footprint of the twelve academic buildings on campus, Video Tele-
education (VTE) facilitates learning by enabling remote collaboration for classes.  Operators 
supported over 4,000 VTE hours between October 1, 2013 and September 30, 2014, which 
represented a 12% increase over FY13.  
Supporting Learning 
21  
 Educational Technologies  
Educational Technologies Facilitating learning is a top priority 
 
Windows XP End of Life Support for Windows XP ended on April 8, 2014 
23  
 Technology Assistance Center 
A proactive approach can help stem the tide of IT trouble tickets. With the 
knowledge that vendor support for Microsoft Windows XP would end on 
April 8, 2014, IT personnel were hard at work in FY14 developing a plan 
for a major campus overhaul.  
 
Monthly flyers and email notifications were distributed to affected NPS faculty, students, and 
staff members. One by one, each academic and administrative building was scheduled for 
upgrades using a phased approach. Ultimately, over 500 NPS-owned computers were 
upgraded from Windows XP to Windows 7.  Technicians were careful to minimize downtime 
for computer reimaging and preserve important data. The benefits of upgrading to Windows 
7 include increased performance and speed, enhanced security, improved user interface, 
better compatibility with the latest software, and continued support from Microsoft. 
 
Many students first encounter the TAC (Technology Assistance Center) in Ingersoll 151, 
conventionally known as the walk-in helpdesk.  Prior to FY14, technicians were stationed 
behind a tall counter as service calls rang in the background.  In FY14, ITACS designed a 
service center that invites the customer to work side-by-side with the technician. 
 
Popular business and office, data analysis, design, and security software is available to NPS 
customers at a great discount for their educational and research needs.  This fully supported 
suite of software can be accessed and downloaded at a central webstore, 
www.nps.onthehub.com.  Software packages are centrally managed, which is advantageous 
to the ITACS customer in respect to both cost and time.  Through this program, students are 
extended the opportunity to use and explore today’s newest offering of enterprise software.  
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High Performance Computing Fact: The average monthly computation performed on the Hamming 
supercomputer would take 63 years to perform on a single CPU.  
ITACS Mission:  Provide technology and communications support for the NPS core mission of 
teaching, research, and service to the Navy and Department of Defense, and to provide voice, 
video, and data infrastructure as mission-crucial enablers of innovation and experimentation 
within the educational enterprise. 
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 1Provides the summary of the distribution of ITACS non-labor dollars.  The “Other” 
category includes supplies, administrative costs, and non-IT expenditures for the operation 
of the department. 
ITACS Non-Labor Funding From FY10 Through FY14
Account Description FY11 FY12 FY13 FY14
ITACS Non-Labor $3,153,739 $2,946,375 $2,793,684 $2,855,000
High Performance Computing (HPC) $159,144 $350,000 $320,000 $320,000
Classified Computing (CC) $116,934 $200,000 $200,000 $200,000
Total $3,429,817 $3,496,375 $3,313,684 $3,375,000
ITACS Core Values: 
Integrity 
  Excellence 
      Service 








Remote sessions during  
Summer 2014 graduation 
10%
90%
FY14 VTC & VTE Hours
VTC
VTE
Video Tele-Education (VTE) supports classes 
Video Conferencing (VTC) supports meetings 
__________________ 
Top Help Desk Calls: 
Sept 2014 
 
 Troubleshoot (30%) 
 User Instructions (26%) 
 Unlock Account (12%) 
 Software Install (6%) 
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How Customers Reach the TAC





Reliability of phone system…………………………………………….…………………………….…………………………….……………………………….….….99% 
Average number of conference calls/month………………………….…………………………….…………………………….……………………….……...118 
Average number of connections/month……………………….…………………………….…………………………….……………………………………..…467 
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 Public (for guests)—public.nps.edu—CENIC 
 DoDNet— Monterey DoD Interconnect—
DMDC, PERSEREC, DLIFLC, NRL, FNMOC, NPS) 
 PACBell Research Network 
Wireless 
Wireless access coverage…………………………………………………………………………….……….95% 
Number of buildings covered by wireless………………………………………………………………..34 
Average number of systems connected wirelessly…………………………………………………465 
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